ISSN 2786-5371 print; ISSN 2786-538X online Inghopmayinni mexunonoezii, enexmponika,

MeXaHiyHa ma eneKmpuyna inxcenepin
Texnonozii ma insxcunipunz, T. 26, Ne 5, 2025 Information technologies, electronics,
Technologies and engineering, Vol. 26, No. 5, 2025 mechanical and electrical engineering

https://doi.org/10.30857/2786-5371.2025.5.1

Received:  11.09.2025 || Artem ANTONENKO?, Oleksandr GOLUBENKQO?,

Revised: 14.10.2025 [} Andrii ONYSKO?, Serhii CHECHYK?*, Sergii VOSTRIKOV*

Accepted: 22.10.2025 || *National University of Life and Environmental Sciences of Ukraine, Kyiv,
Ukraine

YK 004.415.2:004.8 ? Higher Education Institution "Academician Yuri Bugay International
Science and Technical University", Kyiv, Ukraine
¥ National Technical University of Ukraine "Igor Sikorskykyiv Polytechnic
Institute”, Ukraine
* State University of Information and Communication Technologies, Kyiv,
Ukraine

PROSPECTS OF USING Al FOR AUTOMATED
SOFTWARE TESTING

Purpose. The research method is to analyze the prospects for using artificial intelligence to overcome
key limitations of traditional automated software testing, in particular, test fragility, low adaptability, large
volumes of test scenarios and the inconsistency of testing speed with the pace of modern development, as well
as to justify the transition to intelligent, self-learning quality assurance systems.

Methodology. The work uses the method of systematic review and synthesis of modern scientific
literature and publications of leading technology companies, a comparative analysis of traditional and Al-
oriented approaches to testing, general practical use of examples using large language models, reinforcement
learning, graph neural networks and self-healing technologies, as well as illustrative modeling of the benefits
of Al through schematic diagrams and examples.

Findings. The study identified six main problems of classical testing and demonstrated that the
integration of Al allows you to automatically generate test scripts (including from natural language), predict
defects, implement self-healing mechanisms, optimize test priority in CI/CD, detect flaky tests, and
significantly increase code coverage and process stability while simultaneously reducing support costs.
autotests

Originality. The novelty lies in the systematic synthesis and updating of trends in the use of large
language models for generating tests based on natural language, graph neural networks for dependency
analysis, as well as reinforcement learning methods for adaptive navigation in interfaces, which
simultaneously contribute to the formation of the concept of proactive, intelligent, and context-oriented
software testing. provision

Practical value. The results of the work have direct practical value for QA teams and DevOps
processes: the proposed Al approaches allow you to reduce time and resources for supporting automated tests,
accelerate CI/CD cycles, increase the reliability of releases, optimize the focus of testing on risky areas of the
code, and ensure the availability of processes even for a team with limited technical resources

Keywords: software testing; test automation; artificial intelligence; machine learning; test
generation; self-healing; defect prediction; quality assurance; neural networks; CI/CD.

Introduction. The rapid development of digital technologies, the growth of complexity of
software systems and the increase in software quality requirements have significantly transformed
testing approaches in modern industry. If previously quality assurance was based mainly on manual
tests and classic automation tools, now this is not enough for the successful functioning of high-
loaded, dynamic and multi-component systems. Modern products process huge amounts of data, work
in cloud environments, adapt to different platforms and devices, and are also in a state of constant
updates. In such conditions, there is a need for more powerful, flexible and self-learning testing
mechanisms. Traditional automated tests, despite their popularity, have significant limitations. They
are often fragile — any change in the structure of the Ul, API or program modules can cause massive
test failures. Supporting such tests requires significant resources, and the speed of response to changes
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in the code base increasingly does not meet the requirements of CI/CD cycles. In addition, the growth
of system complexity leads to an increase in the number of test scenarios, which are difficult to fully
cover even with a large QA team. Thus, there is a need for new tools that can understand the logic of
the software, adapt to its changes and make decisions on the analysis, generation and optimization of
tests. Artificial intelligence (Al) opens up fundamentally new opportunities for automated software
testing. Unlike classical methods, Al can analyze large arrays of telemetry, code, logs and test results,
detect hidden patterns, form predictive models for potential defects and automatically build optimal
test strategies. Machine learning and deep learning models demonstrate the ability to independently
generate tests, identify critical scenarios, adapt Ul selectors, analyze the causes of test failures and
perform intelligent prioritization. Self-healing testing technologies are becoming especially
widespread, when automated tests are able to independently update their elements in case of changes
to the interface or application logic. Such tools significantly reduce the time spent on supporting
automated tests, increase the stability of CI/CD processes, and ensure high reliability of test suites
even in dynamic systems. In addition, Al is able to automatically identify atypical anomalies in logs,
predict risky areas of code, and identify areas that require enhanced testing. With the advent of large
language models (LLMs), such as GPT-4/5, PaLM, LLaMA, etc., opportunities have opened up for
generating tests based on natural language. Engineers can form requirements or a description of
system behavior in the form of text, and Al can create full-fledged test cases or scripts. This
significantly speeds up the testing process and makes it more accessible even to new specialists.

In general, integrating Al into testing processes not only increases the accuracy and quality of
checks, but also promotes the transition from reactive methods to proactive ones. The models are able
to not only detect defects after they occur, but also predict their occurrence, helping the development
team prevent errors before the code is implemented. This creates a foundation for building intelligent,
self-learning quality assurance systems, which leaves significant potential for further research and
practical implementations.

Setting of the task. The purpose of the study is to analyze the prospects for using artificial
intelligence to overcome key limitations of traditional automated software testing, in particular, test
fragility, low adaptability, large volumes of test scripts and inconsistency of testing speed with the
pace of modern development, as well as to justify the transition to intelligent, self-learning quality
assurance systems. The main task is to identify effective approaches to:

1. Automatic generation of test scripts - creation of full-fledged test cases, unit tests, API tests
and end-to-end scripts based on natural language, code and business requirements using large
language models (LLM), which provides wider coverage and reduces manual labor.

2. Implementation of self-healing mechanisms - development and application of intelligent
methods for automatic updating of locators, Ul selectors and test logic in case of changes in the
interface, API or program structure, which significantly reduces the fragility of autotests and the cost
of their support.

3. Defect prediction and test prioritization — using machine learning, graph neural networks
(GNN) and change history analysis, logs and telemetry to identify risky modules, predict potential
errors and intelligently distribute test efforts in CI/CD processes.

4. Flaky test detection and elimination — using algorithms for analyzing logs, run history and
behavioral patterns to automatically identify the causes of test instability (synchronization, network
delays, time dependencies) and stabilize them.

5. Adaptive and intelligent testing — integrating reinforcement learning methods for autonomous
navigation in complex interfaces, evolutionary testing for finding hidden defects, as well as Al-based
combinatorial and boundary analysis, which allows you to cover atypical and rare scenarios.

This article aims to eliminate existing "blank spots™ in the practical application of Al in
automated testing, in particular the issues of scalability of intelligent solutions, stability of self-

10



ISSN 2786-5371 print; ISSN 2786-538X online Inghopmayinni mexunonoezii, enexmponika,

MeXaHiyHa ma eneKmpuyna inxcenepin
Texnonozii ma insxcunipunz, T. 26, Ne 5, 2025 Information technologies, electronics,
Technologies and engineering, Vol. 26, No. 5, 2025 mechanical and electrical engineering

healing mechanisms, interpretability of forecasts and integration with existing CI/CD pipelines. In
addition, the work is aimed at a systematic comparison of traditional and Al-oriented methods, which
allows to determine the optimal combinations of technologies for different types of systems (web,
mobile, microservices, cloud) and to provide scientifically based recommendations for QA teams,
DevOps engineers and researchers in the field of software quality assurance.

Research results. The rapid development of information technologies and the scaling of
software systems create a number of new challenges in the field of software quality assurance.
Testing, which is one of the key stages of the software life cycle, is significantly complicated by
factors related to the increase in the number of functional components, the intensity of releases, the
emergence of microservice architectures and the need to support systems in continuous delivery
(C1/CD) mode. In these conditions, traditional testing methods — both manual and classic automated
— lose their effectiveness, as they are no longer able to provide the proper level of accuracy, speed
and adaptability. One of the most important problems is the rapid increase in the volume of test
scenarios. Each new function, change in logic or interface leads to the need to expand tests, as well
as to periodic rewriting or updating of existing sets. In large-scale projects, the number of tests can
reach tens of thousands, which creates a significant burden on QA teams and makes it difficult to
maintain the stability of the test infrastructure. Test suites become cumbersome, difficult to manage,
and vulnerable to any changes in the product. The second significant problem is the fragility of
automated tests, primarily Ul tests. Even minor changes in the DOM structure, element attributes,
API responses, or system configuration cause massive errors in tests. As a result, automation, which
was supposed to speed up the testing process, turns into an additional burden, and a significant part
of the QA team's time is spent on eliminating errors that are not related to product defects, but only
to technical changes in the interface or logic. The third problem is that classic testing tools are not
able to analyze the context. They work within predefined scenarios and cannot adapt to non-standard
situations not foreseen by the tester. For example, a traditional framework cannot automatically detect
a change in the user's behavioral pattern, adjust the test execution logic, or predict a potential failure
point. This makes the testing system inflexible and not sufficiently adaptable to the needs of the real
environment. The fourth important challenge is the limited ability of QA teams to work with large
arrays of logs and telemetry generated by modern software. In complex distributed systems, the
volume of technical data can reach gigabytes and terabytes every day. Analyzing such data manually
or even using traditional tools is often not effective enough. Some anomalies or system deviations
remain unnoticed, which leads to missing critical defects or delays in their detection. The fifth
problem is the discrepancy between the speed of development and the speed of testing. In modern
CI1/CD processes, releases can be released daily or even several times a day. However, a full run of
all tests can take hours, which contradicts the concept of continuous integration. Classic automation
is not able to quickly determine which tests are the most critical for this particular commit, and often
executes an excessive number of scripts, wasting valuable resources. The sixth problem is the need
for highly qualified specialists who create and support automated tests. Testing requires strong
technical skills: knowledge of programming languages, frameworks, architectural models, principles
of operation of server and client components. In the absence of such skills, high-quality automation
becomes practically impossible, and the implementation of new tools becomes difficult.

Modern research in the field of artificial intelligence in automated testing demonstrates a rapid
growth of interest and active development of tools that combine machine learning, deep learning, and
natural language processing methods. Publications from leading technology companies — Google,
Meta, Microsoft, and Amazon — confirm the effectiveness of Al in generating test scripts, predicting
defects, optimizing test suites, and intelligently analyzing system logs. For example, deep learning
models are used to build user behavioral models, and large language models (LLMs) demonstrate
successful results in creating unit tests and tests for APIs based on text requirements. Scientific works
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also emphasize the importance of reinforcement learning in prioritizing tests in dynamic CI/CD
processes, which allows reducing the time for regression testing without reducing quality. At the same
time, a significant part of the research points to the challenges and limitations of implementing Al in
testing. A number of works draw attention to the problem of insufficient interpretability of model
solutions, dependence on a large amount of high-quality training data, the complexity of integrating
Al tools into existing development processes, and the risks of incorrect recommendations in complex
scenarios. Studies emphasize that although Al can significantly reduce the cost of supporting tests
and increase the stability of automation, most technologies are at the stage of active development and
require further standardization and empirical verification. In general, modern literature indicates the
high prospects for the use of Al in software testing, while noting that mass industrial implementation
requires a comprehensive approach, technical maturity, and the development of an appropriate
infrastructure.

Modern approaches to automated software testing are increasingly integrated with artificial
intelligence technologies, which allows not only to simplify the quality control process, but also to
significantly increase its accuracy and efficiency. The basic idea is that Al is able to analyze huge
amounts of data, draw conclusions and generate test scripts based on behavioral patterns of the
system, code changes or defect history. This provides deeper and more adaptive testing that classic
scripting approaches cannot provide. In this context, machine learning models and large language
models are of particular value, which are able to automate the creation, optimization and prioritization
of tests. Significant attention deserves the use of large language models (LLM), such as ChatGPT,
Codex, Gemini or Claude, which can automatically analyze program code and generate test scripts in
various formats - from unit tests to end-to-end verification scripts. Unlike classic generators, LLMs
are able to take into account context, semantics and business logic, which makes them much more
effective when testing complex systems. Due to the generalization effect, such models can even
suggest test options that were not included in the initial templates, providing wider coverage and
reducing test development time.

An important area of application of Al is comparing the effectiveness of traditional and
intelligent testing methods. One of the key advantages of using Al is the ability to significantly
increase test coverage in a shorter period of time. The figure below shows a comparison of the level
of code coverage by tests when using a manual approach and an approach based on Al-based test
generation. As can be seen from the diagram, intelligent models are able to achieve significantly
higher coverage, because they analyze the code structure, identify edge cases and automatically
generate positive and negative scenarios.

In addition, Al models are able to apply techniques such as boundary value analysis,
combinational testing, equivalence classification and comparison of behavioral variants of the
system, which traditionally required a lot of experience from the tester. For example, using models
to generate test variations avoids the problem of "blind spots”, where certain scenarios remain
untested due to human error (Figure 1). Thus, artificial intelligence provides a more complete and
systematic assessment of software functionality.

Another important direction of development is the use of evolutionary testing algorithms and
symbolic execution methods in combination with machine learning. Such algorithms allow systems
to automatically find complex paths of program execution that contain hidden defects, or to generate
tests that can cover rare and hard-to-reach scenarios. Neural networks can learn from previous test
run results to determine the most valuable areas of code for testing, increasing testing efficiency
without additional resource expenditure. Modern research also demonstrates the effectiveness of
reinforcement learning methods for automated navigation in complex interfaces. An agent, learning
from interaction with the Ul, can independently build test scenarios, discover hidden transitions, find
atypical interface states, and explore functionality much deeper than is possible in scripting
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approaches. Such systems are able not only to repeat actions, but also to adaptively change them
depending on the program's response, which makes testing more intelligent and dynamic.

Code Coverage by Tests in Release Dynamics
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Fig. 1. Coverage comparison, manual tests vs Al tests

One of the most important areas is the prediction of defects in software. Machine learning
allows you to analyze the history of changes in the repository, the frequency of module updates, the
complexity of the code, the number of past errors, and the structure of the relationships between
components. Based on this data, the models form a forecast of which modules and with what
probability errors may occur in the future. This allows you to optimize the resources of the testing
team, directing them to the most risky parts of the system. The text below provides an example of
such a predictive model in the form of a diagram that shows the riskiness of individual modules
(Fig. 2). In large technology companies, predictive models are used to automatically prioritize tests:
for example, Google uses machine learning to determine which tests are most likely to find an error
in a particular commit, and Microsoft - to optimize the order of test execution in large-scale systems.
This allows you to significantly reduce the feedback time when testing new code changes, while
maintaining high product quality. Defect prediction also helps to identify unstable modules that
require refactoring or additional attention from architects.

Of particular interest is the use of Graph Neural Networks (GNN) for analyzing the
architecture of software systems. Since complex applications have extensive dependencies between
components, graph models allow you to identify nodes with the greatest risk of failure, find hidden
cyclic dependencies, and assess the potential impact of a defect on other modules. This provides more
accurate prioritization of tests and allows for more rational use of QA team resources.

A separate role in intelligent testing systems is played by self-healing mechanisms, which
ensure the ability of tests to automatically adapt to changes in the user interface or API. For projects
where the Ul is regularly updated, such a mechanism is critically important, as it significantly reduces
the number of random test failures and reduces the load on the QA team. In the figure below, you can
insert a schematic representation of the self-healing process, which usually includes the stages of
DOM structure analysis, search for similar elements and automatic update of locators.

Artificial intelligence is also widely used in the context of CI/CD processes. Intelligent models
can determine test execution priorities, predict build duration, identify flaky tests and even
automatically form optimal pipeline sequences. This makes the testing process much faster, and
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releases more stable. In the second figure, it is recommended to insert an illustration of a typical
CI/CD architecture with the Al test analysis module enabled (Fig. 3).

Probability of defects in modules
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Fig. 2. Predicting defects in modules
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Fig. 3. Example of a CI1/CD process with an integrated Al module

The use of artificial intelligence in CI/CD also includes optimizing the sequence of test
execution. Based on historical data, models can predict which tests are most likely to detect defects
in the early stages of pipeline execution, forming the most efficient order of regression runs. This
allows you to significantly reduce the total testing time and minimize delays in the release process.

Al algorithms analyze the duration, stability and coverage of each test, which allows you to
optimize the test suite without losing the quality of the checks. Of particular importance is the
detection of flaky tests — unstable tests that pass and fail without changing the code. By analyzing
logs, run history and behavioral patterns of such tests, Al models can automatically determine the
causes of instability: synchronization problems, wait times, network dependencies or incorrect
locators (Fig. 4). This allows you to significantly reduce noise in CI/CD processes and increase the
stability of the entire pipeline, which is critically important for large development teams.

Thus, the use of artificial intelligence in the field of software testing allows not only to
automate routine processes, but also to significantly increase the stability, accuracy and speed of
quality control. Technologies for defect prediction, intelligent log analysis, adaptive self-healing and
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test prioritization demonstrate enormous potential and are already becoming key elements of modern

QA platforms.

Accuracy of flaky test detection by different Al models
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Fig. 4. Accuracy of flaky test detection by different Al models

Conclusions. The application of artificial intelligence technologies in the field of automated
software testing opens up a new level of efficiency and intellectualization of quality control processes.
Machine learning models allow you to automatically generate test scenarios, predict the appearance
of defects, detect anomalies in logs and adaptively update tests using self-healing mechanisms. This
significantly reduces time and resource costs, increases the stability of CI/CD processes and ensures
higher reliability of software systems. However, the implementation of Al requires high-quality
training data, integration with complex architectures and highly qualified specialists, which remains
a challenge for many teams. Despite this, modern research and practical examples show that
intelligent testing systems are becoming a key element of quality assurance and have all the
prerequisites to become an industry standard in the coming years.
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Y Hayionanenuii ynisepcumem Giopecypcie i npupoookopucmysanns Yepainu, Kuis, Ykpaina
2 3BO "Mischapoonuii-naykoso mexuiunuil ynisepcumem imeni akademixa IOpis Byzas", Kuis, Yxpaina
® Hayionanonuti mexnivnuii ynicepcumem Yxpainu "Kuiscokuti nonimexuiunuii incmumym imeni leops
Cixopcovkoeo", Ykpaina
* Meporcasnuil ynisepcumem ingpopmayiiino-komynikayisinux mexnonoziti, Kuis, Yxpaina
HNEPCIHHEKTUBU BUKOPUCTAHHA LI JIA ABTOMATHU30BAHOI'O
TECTYBAHHSA INIPOI'PAMHOTI'O 3ABE3ITEYEHHSA
Mema. Memoio Oocniodcenns € aHaniz NEpcneKmus GUKOPUCMAHHS WMYUHO20 IHmenekmy OJisl
NOOONAHHSL  KAIOUOBUX — OOMEdICeHb  MpAouyitinoco  A8MOMAMU308AHO20  THECMYBAHHS  NPOSPAMHO20
3abe3neyeHHs, 30Kpema 1amMKoCmi mecmia, HU3bKoi a0anmueHOCMmi, 8eIUKUX 00CA2I8 Mecmosux cyeHapiis ma
HeBION0BIOHOCMI WBUOKOCIT MeCyBAHH MEeMNAM CYHACHOI pO3POOKU, A MAKONHC 0OTPYHMYBAHHS Nepexooy
00 IHMENEeKMYANbHUX, CAMOHABYATLHUX CUCEM 3a0e3nedents SIKOCHI.
Memoouxa. Y pobomi 3acmoco8ano memoo CUCTNEMHO20 02150y A CUHME3Y CYYACHOI HAYKOBOT
aimepamypu Ui nyoOaiKayitl NPoGIOHUX MEXHONOIUHUX KOMNAHIU, NOPIeHANbHUL ananiz mpaouyitnux i II-
opienmosanux nioxodie 00 MeCcmy8aHHs, V3A2ANbHEHHS NPAKMUYHUX NPUKIAOI6 BUKOPUCTAHHSA GEeIUKUX
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MOBHUX Modenell, reinforcement learning, epaghosux neiiponnux mepedc ma self-healing mexmnonoeiti, a
maxooc inocmpamugre mooenioganns nepegae LI uepes cxemamuuni diacpamu ma onuco8i NPUKIaou.

Pezynomamu. Jocniodcenns usauno wicmv OCHOBHUX NpoONeM KIACUYHO20 MECMYBaHHsA mda
npodemoncmpysaino, wo inmezpayis LI 0o3eonsae agmomamuyno cenepysamu mecmogi cyenapii (6 momy
yucni 3 npUpoOOHOL MO8U), npocro3ysamu Oeghekmu, peanizosysamu self-healing mexanizmu, onmumizyeamu
npiopumuzayito mecmig y CI/CD, eussnamu flaky-mecmu ma cymmeso niosuugygamu noKpumms Kooy u
cmabinbHicms nPoyecie npu 00HOUACHOMY CKOPOYeHHI GUMPAm Ha NIOMPUMKY ABMOomecmia.

Haykoea noeuszna. Hoeusna nonseac 6 cucmemMHoOMy cumme3l ma axmyanizayii menoenyitl
3ACMOCYBAHHS GEIUKUX MOSHUX Mooenel Ol 2eHepayii mecmis Ha OCHOGI NPUpPOOHOI MO8U, 2paghosux
HeUPOHHUX Mepedic 0I5t AHANI3Y apXIMeKMYPHUX 3ANEHCHOCMEN, A MAKONC MEMOOi8 HABYAHMHS 3 NIOKDINIEHHAM
onst adanmuenoi Hasieayii 6 inmepgelcax, wo pazom CHpusiomsv GOPMYSAHHIO KOHYENYil NPOaKmueHo2o,
IHMENEeKMYANbHO20 MA KOHMEKCMHO-0PIEHMOBAHO20 MECMY8AHHS NPOSPAMHO20 3A0e3neyeHHs.

Ilpakmuuna suayumicms. Pesyromamu pooomu maroms 6e3nocepeone npukiaoue sHaverts ons QA-
xomano i DevOps-npoyecis.: 3anpononogani LLII-nioxoou 003601110mb Cymmego CKOpOmMumu 4ac i pecypcu
Ha niOompumKy asmomamuzosanux mecmis, npuckopumu yukau CI/CD, nidsuwumu Haoitinicmy penisie,
ONMUMI3Y8amu (hOKYC MeCmy8anHs Ha pUUKOBUX OLISTHKAX KOOy ma 3podumu npoyecu 3abe3neyuents iKocmi
OOCMYNHIWMUMU HABIMb OJIs1 KOMAHO i3 0OMENCeHUMU MEXHIUHUMU pecypCamil.

Knwouoei cnosa: mecmysanus npocpamuoco 3abe3neyents; agmomamusayis mecmy8anHs; Wmy4null
inmenexm; mawunne nasuanns; eenepayis mecmig; Self-healing; npoenosysanns oegpexmis; 3abesneuenns
saxocmi; netiponni mepesici; CI/ICD.
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