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Purpose. The purpose of the study is to develop and experimentally test an energy-oriented hardware
and software method for adaptive management of the protection of electronic edge devices (fog nodes) in the
Internet of Things (IoT). The method is based on fuzzy logic and selects the configuration of hardware and
software protection tools depending on the current battery charge level and the varying threat level. This
approach ensures the energy sustainability of embedded systems in critical infrastructure while simultaneously
maintaining data confidentiality and integrity.

Methodology. The research was conducted using a specialized hardware and software testbed
implemented in a Hardware-in-the-Loop format based on a Raspberry Pi 5 single-board computer, which acted
as an autonomous loT hardware platform. The software architecture was deployed as interacting Docker
containers: an API request processing service, an Adaptive Security Manager (ASM) agent, and a monitoring
module. A Takagi-Sugeno zero-order fuzzy logic controller was used for decision-making. The input linguistic
variables were the state of charge estimation of the power subsystem and the current threat level, while the output
was one of four predefined security modes. To evaluate the operational costs, a scalar objective function was
developed that considers processing latency, the power consumption of the electronic node, and the security
level. The discharge dynamics of the power subsystem were reproduced using an empirical logical discharge
model that links the CPU load to the rate of energy consumption.

Results. Experimental testing, conducted across four 120-second scenarios, confirmed the advantages
of the adaptive approach over static security policies. Fixed policies were shown to be irrational: the application
of strong algorithms (e.g., AES-256) leads to accelerated depletion of the power subsystem under heavy traffic,
while the continuous use of simplified modes increases device vulnerability risks. The results demonstrated that
in normal mode, the adaptive approach reduces the power consumption of the electronic node by approximately
7% compared to fixed maximum protection, while guaranteeing a transition to the highest security level during
an attack. In a critical low-charge mode, the system implements a survival strategy by maintaining the most
energy-efficient configuration of hardware and software protection tools. This reduces power consumption by
40% and extends the battery life of the hardware platform under load by 1.7 times. Sensitivity analysis proved
the stability of the system's physical indicators regardless of changes in the weighting coefficients of the objective
function.

Scientific Novelty. The evaluation criterion for the performance of IoT hardware platforms was
improved by introducing an integral objective function that formalizes the trade-off between processing latency,
energy costs, and protection configuration. The study is the first to propose and experimentally validate a fuzzy-
logic-based model for managing hardware and software protection tools that implements the concept of
predictable survivability (graceful degradation) for embedded IoT systems. Unlike existing solutions, this model
dynamically aligns power subsystem constraints with the need for enhanced protection, prioritizing energy
savings when the charge is critically low and maximizing protection when sufficient resources are present.

Practical Significance. The practical application of the proposed solution significantly increases the
reliability and energy survivability of embedded systems and IoT hardware platforms operating under unstable
power supply conditions. Extending the battery life in critical situations provides a crucial window of opportunity
needed to transmit important alarm notifications or wait for power restoration. The developed architecture
allows for flexible modification of management scenarios and can be easily implemented on real electronic edge
devices.

Keywords: embedded systems; loT hardware platforms; power consumption of electronic nodes; power
subsystem; hardware and software protection tools.
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Introduction. In mobile and peripheral systems of the Internet of Things (loT), in particular
in fog nodes, two interrelated requirements are simultaneously becoming more acute: maintaining
performance in conditions of limited or unstable power supply and ensuring an appropriate level of
data protection during the growth of cyber threats. Static configuration of cryptographic parameters
in such conditions is technologically risky: either an excessive computing load is formed with
accelerated energy depletion, or resistance to attacks at critical moments decreases. Therefore, an
approach that allows managing the level of cryptographic protection as a function of the current state
of the node and the external load is practically significant.

According to M. S6nmez Turan et al. (2023), the selection process was completed and it was
decided to standardise the Ascon family as a basic solution for lightweight cryptography applications
focused on resource-limited platforms where computing and energy efficiency are important [23].
The study emphasised that the choice was based on a combination of security analysis, benchmarking
results, and community feedback, and the next step was to form a standard. In the development of
this area, M. S6nmez Turan et al. (2025) published SP 800-232, which systematised approaches and
recommendations for using lightweight cryptography (in particular for authenticated encryption and
hashing) in scenarios with severe resource constraints [24]. Thus, in 2023-2025, a regulatory and
methodological framework was formed, which makes the issue of practical integration of energy-
saving cryptographic primitives into 10T even more applied. According to P. He et al. (2024), a
generalisation of energy-aware security mechanisms for 10T was performed, where security was
considered not as a fixed configuration, but as a controlled function of device resources,
communication modes, and the threat environment [9]. The researchers systematised typical "safety-
energy-performance™ trade-offs and showed that practical solutions often need to be adapted, since
there is no universally optimal configuration for all operating modes. This conclusion leads directly
to the tasks of managing security profiles depending on the context.

According to M. Barari & R. Saifan (2023), an energy-aware security protocol for 10T devices
was proposed, in which the adaptation of security parameters was considered as a means of reducing
unnecessary resource costs in non-critical modes [5]. The paper emphasised that the energy price of
cryptographic operations significantly affects the life cycle of battery units, and therefore, the security
mechanism must be consistent with the resource state of the device, and not just with formal stability
requirements. In the adjacent area, R. Kalaria et al. (2024) proposed a fog-oriented context-adaptive
access control model, where the decision on security policy was made based on the level of risk and
contextual parameters of the environment [10]. Although the focus of the study was on risk-based
access management, the approach showed a general trend of moving "adaptability” from the cloud
layer to the fog/edge layer, which has resource constraints and latency requirements. This creates
prerequisites for adaptive management not only of access, but also of cryptographic modes on the
gateway. Considering methods of decision-making under conditions of uncertainty, E. Krzyszton et
al. (2025) reviewed the applications of fuzzy / neuro-fuzzy approaches in lloT security and
emphasised that fuzzy models are convenient when the input parameters are of a different nature and
do not have precise thresholds [13]. The researchers showed that fuzzy systems allowed combining
expert knowledge with measurable metrics and maintaining rule interpretation, which is important
for engineering implementation. In the context of fog nodes, this makes the Fuzzy Logic Controller
(FLC) a suitable mechanism for managing security modes while simultaneously changing resources
and threats.

Within the framework of Ukrainian studies, Y. Pidlisnyi (2025) he considered the problem of
assessing cybersecurity risks in 10T using fuzzy logic, emphasising the feasibility of fuzzy scales
where indicators are partially uncertain or expert [19]. Although the study focused on risk assessment,
it confirmed the relevance of fuzzy models for 10T security and supported the logic of moving from
"evaluation" to "management” as the next application step. O. Mulesa & Y. Bohdan (2024) developed
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a fuzzy production model for assessing the level of information security, where expert rules were
turned into a formalised knowledge base with a numerical result indicator [17]. The researchers
emphasised reducing subjectivity by structuring factors and rules, which is also fundamentally
important for security profile management tasks where reproducibility of decision-making is
required. Ultimately, H. Kuchuk & E. Malokhvii (2024) considered architectural approaches to 0T
integration with cloud/fog/edge infrastructure from the standpoint of information and communication
technologies, emphasising the role of peripheral nodes as an intermediate link between the sensor
layer and the cloud [14]. In such architectures, the fog gateway actually becomes a "concentration
point" for processing and policies, but the issue of power-oriented security configuration at this level
is usually not central, which leaves room for application input.

Generalisation of the above papers showed that in 2020-2025, the prerequisites for energy-
saving cryptography and contextual security adaptation at the edge/fog level were established, but the
engineering implementation of managing cryptographic profiles of a fog node based on simultaneous
consideration of the resource state and the current level of threats with reproducible experimental
verification remained insufficiently covered. The purpose of the study was to develop and
experimentally test an energy-oriented method for adaptive management of cryptographic protection
of an 10T fog node based on fuzzy logic, taking into consideration the resource state of the node and
the variable threat situation.

Materials and Methods.

Architecture of the hardware and software stand. For the study, a specialised software and
hardware stand was developed that reproduced the scenario of an 10T fog node (mobile gateway)
under load. The stand was based on a single-board Raspberry Pi 5 computer with 8 GB of RAM,
which served as a stand-alone node, conventionally powered by a battery. It deployed a Docker-
oriented software architecture with three containers (Fig. 1).

Raspberry Pi 5

Fog gateway
(Docker Host)

Docker containers

T TS T T T T T T T T s T T T s E T T T m T 1
! | Remote attacker/
E AP «—> ASNtI agent E Data entry » Client PC (simulated
i container container E sensorsinodes)
1 1
: ; :
: Monitoring |
: > container E
1
1

Note: ASM — Adaptive Security Manager; APl — application programming interface.
Source: compiled by the authors.
Figure 1. Hardware-in-the-loop (HiL) for testing the adaptive framework on Raspberry Pi 5

The diagram showed the Raspberry Pi 5, which served as an 10T node-gateway with Docker
containers: an ASM based on fuzzy logic, an API service with the implementation of cryptoprofiles,
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and a monitoring service. A separate PC generated traffic (legitimate and attacking) to the node.
Based on the monitoring data, the agent decided which security profile should be active and
dynamically changed the API settings. The monitor collected performance and system status metrics
for further analysis. In the software and hardware stand, the software part of the fog node was
deployed in the form of three interacting containers: a request processing service, an adaptive
management agent, and a monitoring and logging module. This decomposition provided a separation
of application processing, decision logic, and experimental data collection.

The API container contained a REST service (based on FastAPI) that served incoming HTTP
requests from clients and processed data according to the active profile. When processing each
request, the service applied a profile-dependent set of computational procedures that implemented (or
emulated) a cryptographic load of a certain complexity class, after which it generated and returned a
response to the client. Profile switching was performed dynamically by reading the control parameter
of the security policy, which was updated by the control agent. The ASM-agent (Adaptive Security
Manager) container implemented FLC for adaptive profile selection. The agent with the specified
survey period collected current indicators of the node state (in particular, an estimate of the state of
charge — SoC, loading the Central Processing Unit (CPU), threat level, and active profile), normalised
the data, and fed it to the fuzzy system input. Based on the result of fuzzy output, a profile
recommendation was formed; in case of a difference from the current value, the agent updated the
security policy by changing the configuration parameter or an internal control call to the API service.
The monitoring container provided monitoring and collection of experimental data. It recorded
system metrics (CPU load, RPS request intensity (Requests per Second) , average API response
delay), and also took the active profile value from the agent, cost functions (J) and other control / state
indicators. Data was recorded in timestamped log files (Comma-Separated Value format) in a specific
directory; the survey was performed asynchronously with a discreteness of the order of units of a
second.

A separate computer (conventionally a client/attack generator) located on the same local
network was used to generate the external load. It sent HTTP requests to the AP1 at a certain intensity,
simulating normal traffic (background legitimate requests) and attacking traffic (a sharp spike in
intensity that simulates a Distributed Denial of Service (DDoS) attack). The stand architecture was
designed to easily modify scenarios and configurations. Log files saved by monitoring were processed
by a separate analysis script that calculated the total values (for example, the average value ], total
battery level drop (SoC), etc.) for each experimental run.

Cryptographic security profiles (APl service). In the API service, four data processing
profiles were defined, shown in Table 1, ordered by increasing computing and energy costs. All
profiles were implemented programmatically within the same service, which provided the same
execution conditions and minimised the impact of differences in external implementations. The
profile was selected when each request was processed in accordance with the current security policy
value passed by the management agent; therefore, the updated profile was applied from the next
request.

For accelerated experimental evaluation, a synthetic load module was implemented that
generated a controlled series of computational operations on the CPU and reproduced the energy costs
representative of the corresponding cryptographic processing classes. This approach was applied
taking into consideration the hardware-accelerated execution of individual cryptographic primitives
in modern processor platforms, which makes it difficult to interpret short-term measurements of the
contribution of individual cryptographic operations to the overall power consumption of the node.
The synthetic load parameters were adjusted to preserve the relative proportions of computational
complexity between the profiles; in particular, the load factor between the Max and Balanced profiles
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was set to 1.66, which corresponds to the complexity ratio of pairs (AES-256 + SHA-512) and (AES-
128 + SHA-256) at the model comparison level.

Table 1
Fog node data processing profiles and their characteristics
Profile Functional purpose Load model (operation class) O‘?Z:giad
Safe Control reference mode for | No encryption or minimal integrity control |Minimum
estimating the lower limit of (class CRC32).
resource consumption.
Survival | Power-saving mode when the |  Emulated load of the light cryptographic Low
battery is critically low or the primitives class (class ChaCha20) with
threat level is low. simplified integrity control.
Balanced Operating mode of Emulated load of medium complexity (class | Average

compromise between resource| AES-128-GCM) with MAC of medium
consumption and the level of complexity (class HMAC-SHA256).
protective processing.
Max High-level protection mode |Emulated load of increased complexity (class| High
with a high threat level and AES-256-GCM) with MAC of increased
sufficient charge. complexity (class HMAC-SHA512).
Source: compiled by the authors.

FLC for adaptive security (ASM-agent). FLC used two input linguistic variables that
reflected the resource state of the node and the current threat/load situation. Both variables were
phased with three terms (LOW, MEDIUM, HIGH), and the membership functions were selected to
ensure stability in the extreme sections of the ranges and a smooth transition in the middle region.
The first battery level variable characterised the node's SoC as a percentage. Its linguistic breakdown
included the terms LOW, MEDIUM, and HIGH, and the phasification limits were set according to
experimental scenarios: HIGH — for SoC > 60%, MEDIUM - in the range of approximately 20-60%,
LOW - for SoC < 20%. For extreme terms (LOW, HIGH), trapezoidal membership functions were
used, which formed intervals of constant values and reduced sensitivity to fluctuations near the
boundaries, while for the medium term, the triangular membership function was used. In the semantic
interpretation, LOW corresponded to a state where the priority was to reduce power consumption,
while HIGH meant having sufficient power to perform computationally intensive operations.

The second threat level variable reflected the current threat level or node load. The value of
this variable was generated by the monitoring subsystem, taking into consideration the intensity of
requests (RPS), the average response delay, and anomaly indicators (in particular, the proportion of
failed requests). Phasification was also performed with LOW, MEDIUM, and HIGH terms on a fuzzy
scale: LOW corresponded to a background mode without signs of attack and with a low load, HIGH
— situations with a significant increase in intensity and deterioration of time indicators, which was
interpreted as an active hostile action or abnormal load, and MEDIUM described intermediate states
with an increase in load without unambiguous signs of attack. The source variable was Security
Profile and displayed the selection of a security profile from the set: Safe, Survival, Balanced, Max.
Since this is a discrete variable, a dephasification procedure with special processing was used to
obtain it.

The fuzzy inference rule base was developed using a fuzzy system such as Takagi-Sugeno
Zero-Order, which is computationally efficient for 10T devices. In this model, consequences (rule
inferences) are represented by clear numerical values (singletons), rather than fuzzy sets.
Dephasisation was performed using the Weighted Average method. A basic numerical value (Score)
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was defined for each profile: Safe = 10, Survival = 30, Balanced = 60, Max = 90. The final profile
selection was performed using threshold-based selection to avoid frequent switching (chattering).
Activation ranges: Safe: y < 20, Survival: 20 <y < 50, Balanced: 50 <y < 80,Max:y > 80.
This scheme allowed smoothly changing the output indicator and avoiding "jumps™ of the profile with
small fluctuations in the input variables (especially when SoC and Threat are at the boundary between
the terms).
The fuzzy FLC rule base was formed as a set of products of the form IF Battery Level is B;
AND Threat Level is T; THEN Security Profile is P, where B, T; € {LOW, MEDIUM, HIGH},
and Pk € {SAFE, SURVIVAL, BALANCED, MAX}. A generalised representation of term
combinations of input variables in the recommended profile is shown in Table 2. The logic of the
rules implemented prioritisation of energy consumption at low charge (preference for
SAFE/SURVIVAL modes) and strengthening of protective processing at sufficient energy resource
and increased threat (transition to MAX).
Table 2
Fuzzy rule base for selecting a security profile

Battery level
Threat level LOW MEDIUM HIGH
LOW SAFE SURVIVAL SURVIVAL
MEDIUM BALANCED BALANCED BALANCED
HIGH BALANCED MAX MAX

Note: each cell contains the corresponding Security Profile recommended by FLC. Intermediate values are
possible between adjacent terms; the table shows typical rule actuations.
Source: compiled by the authors.

FLC was configured to follow the principle: the system does not switch to the Max profile if
Battery = LOW, regardless of other conditions. This guaranteed the "energy survival" mode. In other
cases, FLC sought to improve security with the growth of threat level, but in view of SoC - that is,
battery affects as a limiting factor. This logic reflected an engineering trade-off between safety and
energy survivability.

Model for evaluating the cost function. To quantify the "optimality" or "cost" of the current
state of the system, a scalar objective function is introduced ], which combines three normalised
indicators: Lnom — normalised request processing delay (the longer the delay, the worse, the
contribution increases ]), P,o;m — NOrmalised power consumption or battery consumption (the more
energy consumed, the larger this term), S,,,,m — hormalised indicator of the security level (the higher
the security level, the better, therefore, the equation uses 1 — S,,m SO that the increase in security
reduces ]). A function is defined as a linear combination of these components with weight factors
WLWPWS:

J] = WL Loorm + Wp - Piorm + ws - (1 — Sporm) - 1)

The study used three characteristic sets of weight factors wy, wp, wg, which set priorities
between the components of the evaluation function. The coefficient values for the Balanced, Security,
and Energy sets are shown in Table 3.

Table 3
Sets of weighting coefficients in the evaluation function
Set wy, Wp Wg
Balanced 0.2 0.4 0.4
Security 0.1 0.2 0.7
Energy 0.1 0.7 0.2

Source: compiled by the authors.
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Normalisation of each component is performed as follows:

_ Leurrent—Limin
Loom = ———— (2)
Limax—Lmin

where Leyrent — CUrrent response delay value (ms); Ly, and L., — respectively, the minimum
and maximum permissible delay values (ms), which set the limits of normalisation.

In the experiments conducted, Ly, = OmMc and Ly, = 1,000 mc were accepted in
accordance with Quality of Service Requirements (Oracle, n.d.). The normalised share of battery
charge consumed from the beginning of the experiment was determined as:

__ S0Cy—SoCqyrrent
Pnorm - 100 ' (3)

where SoCy — initial charge level (%); SoCe¢yrrent — Current charge level (%).

Normalised security level S, € [0; 1] set by displaying the selected security profile in a
numerical scale: Sy, = O for the Safe profile, S,,,m = 1 for the Max profile, and for intermediate
profiles — by linear interpolation between these boundaries (proportional to the profile level). For
example, for SoCq = 100% and SoC¢yrrent = 95% — Poorm = 0.05 was received. The ASM agent
calculated ] for each of its decisions and passed it to the monitoring service. This is how the ] dynamics
were tracked and the effectiveness of different scenarios in a multidimensional sense was compared.
It is worth emphasising that the fuzzy system itself does not optimise ] directly (it operates with the
rules set by the expert).

Empirical model of logical battery discharge. Since the Raspberry Pi 5 in the experimental
stand used was powered from the mains, direct measurement of the battery level was not possible. In
this regard, an empirical logic discharge model is applied, in which the power consumption of a node
is approximated as a function of CPU load, assuming an almost linear relationship between the
computing load and power consumption under conditions of dominance of computational operations
over other sources of power consumption. The model was set by the equation:
CPUload , (4)

100

where ASoC/At — rate of charge reduction (% per second); D;q,c — basic discharge rate in the
idle state; Dy, — discharge rate at 100% CPU load; CPU,,,4 — current CPU usage (%).

ASoC/At = Djgie + (Dmax — Digle) X

By integrating this speed over time, the agent updated the SoC score. The initial SoC value
was set at the beginning of the experiment (for example, 100% for a full battery scenario, 35% for a
low battery). Model parameters (Djqie, Dmax) Selected for the accelerated testing scenario. The
Dax = 0.60%/s was set, which corresponded to the full battery life under load Ty = 166 s
(approximately 3 minutes). This time scale helped to demonstrate a significant charge drop (up to
70% at full load) within a short 120-second experiment and clearly visualise the impact of energy-
saving strategies. These parameters are sufficient for a relative model that does not claim
electrochemical accuracy, but allows comparing energy consumption between scenarios. The agent
reads the current CPU%, applies a formula that reduces the SoC accordingly, and passes the new
value to FLC and monitoring.

Scenarios of experimental loading of the stand. The experimental test was performed in four
scenarios lasting 120 seconds each: Adaptive Full Battery (adaptive mode, initial charge level
SoCy =~ 100%), Adaptive Low Battery (adaptive mode, SoCy = 35%), Fixed Max (non-adaptive
mode with a Fixed Max profile throughout the experiment), and Fixed Balanced (non-adaptive mode
with a Fixed Balanced profile). In Adaptive scenarios, the processing profile was defined by FLC
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according to current values SoC and threat level; in Fixed scenarios, the profile remained unchanged
regardless of the conditions. In all scenarios, the same load time profile was applied, consisting of
three intervals: (1) 0-40 s — low-threat background mode (Threat ~ LOW(2) 40-80 s — increased
load interval, which was interpreted as a DDoS-type attack and corresponded to a high level of threat
(Threat =~ HIGH); (3) 80-120 s — restore to background mode (Threat ~ LOW). The transition
between intervals was set deterministically over time, and the load generator parameters were set
equally for all starts, which ensured reproducibility of comparison between scenarios. Before each
start, the system was brought to its original state: counters were initialised, and the initial level SoC,
was set according to the scenario, the containers were switched to stable operating mode to reduce
the impact of startup effects. Each scenario was repeated 5 times, after which the results were
aggregated by measurement logs and averaged.

Results and Discussion.

Dynamics of adaptive and fixed scenarios. This section presented the results of experimental
verification of the proposed approach in adaptive and fixed scenarios. To illustrate the typical flow
of control processes, the time dependencies of key indicators in the Adaptive Full Battery scenario
are presented, which is characterised by an initial high charge level and the presence of an interval of
increased load (attack) in the middle of the experiment. Figure 2 shows the time dependencies for the
Adaptive Full Battery scenario. In the background, the controller held the mid-level profile, while
during the attack period, the profile was raised to the maximum. The transition to the maximum
profile was accompanied by an increase in the computing load on the CPU and an increase in the rate
of decline of SoC compared to the background interval. After the attack was completed, the profile
returned to the average level, and the CPU load decreased with a short inertia, which was reflected in
the smoothed curve. Dynamics of ] was consistent with the change in the profile and the accumulation
of energy costs: during transitions between profiles, transient deviations were observed, and after the
attack was completed, the baseline level ] remained higher than before the attack, which corresponded
to a decrease of SoC due to energy consumption during the increased load interval.

Figure 3 showed the time dependences of the main indicators in the Adaptive Low Battery
scenario with an initially low battery level SoC = 35%. During the experiment, the active profile
was kept at the Survival level, including the attack interval, which was consistent with the condition
of low SoC as the dominant factor in choosing a profile. Under these conditions, the CPU load
increased moderately during the attack period and decreased after its completion, while SoC changed
monotonically with a downtrend without sharp transitions. Function ] showed smooth dynamics
without jumps, and its growth in the attack zone corresponded to a combination of increased load and
further decline of SoC with an immutable security profile.

The results of experimental testing showed that adaptive scenarios provide more efficient
power management compared to fixed ones, in particular, under variable load conditions and charge
levels. In the Adaptive Full Battery scenario, the system demonstrates the ability to increase the
security profile during attacks, which leads to an increase in CPU load and a decrease in battery
power. In the Adaptive Low Battery scenario, the system maintains stable operation even when the
battery level is low, maintaining an optimal balance between safety and power consumption.

Comparative characteristics of the four scenarios. To summarise the results obtained, four
control scenarios under the same load conditions and the duration of the experiment were compared.
Table 4 showed the average values of indicators for each scenario (a set of Balanced weights). The
results showed that the Adaptive Full Battery and Fixed Max scenarios were characterised by a higher
average level of security compared to other modes, while Adaptive Low Battery provided minimal
energy costs by maintaining a lightweight profile. The Fixed Balanced scenario occupied an
intermediate position in terms of the set of indicators under consideration.
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scenario dynamics in the Adaptive Low Battery scenario
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Table 4
Comparison of four scenarios (Balanced weight factor set)

Set of weight Scenario | Energy Average CPU Security level
factors (average) | consumed (%) load (%) indicator (average)

Balanced Adaptive Full 0.238 15.527 49.65 70.0
Battery

Balanced Adaptive Low | 0.549 10.039 31.06 40.1
Battery

Balanced Fixed Max 0.2085 16.71 53.69 90.0

Balanced |Fixed Balanced| 0.2486 12.096 38.86 60.0

Source: compiled by the authors.

The results of the scenario comparison were consistent with adaptive control logic: when there
was an energy resource, the controller raised the profile in the attack zone, and when the charge was
critically low, it kept the lightweight profile, minimising the computational load and slowing down
charge depletion. Thus, adaptive regimes implemented two different strategies — "protection with
acceptable energy consumption” (for a high initial charge) and "survivability with an energy deficit"
(for a low charge), which is fundamentally inaccessible to static policies. Integral metric behaviour ]
did not reflect the "absolute superiority" of a particular mode, but the chosen priorities of the Balanced
weight set: with a relatively significant contribution of the safety component, the static maximum
profile received the least penalty precisely due to a consistently high level of safety, even despite
increased energy costs. But in the energy deficit mode, the adaptive strategy deliberately accepted an
increased penalty for the security component, since it maintained the node's performance due to the
limitation of computational load and discharge rate. Thus, the comparison by ] should be interpreted
as a weight-sensitive generalisation of the "security-energy-performance” trade-off, while the
practical conclusion was the ability of adaptive control to change the profile according to the available
energy and the presence of an attack.

Comparative analysis of power consumption (Adaptive vs Fixed Max). According to the
experimental data obtained, in a high-threat scenario, the Fixed Max static profile results in a
consumption of 16.71% of the battery capacity per experiment cycle. But the proposed adaptive
method (Adaptive Full Battery) under similar conditions spent 15.53% of the charge. Although the
absolute difference was = 1.2%, the relative energy savings at the stage of active counteraction to an
attack reached ~7% while maintaining the maximum level of protection at critical moments. In the
long run (for example, when the device runs for hours), such savings are converted into longer battery
life without compromising security. In some series of experiments (as shown by sensitivity analysis),
the difference reached higher values, which indicates the dependence of efficiency on the load profile.
The Adaptive Low Battery scenario demonstrated a key advantage of the developed method - the
ability to ensure the survivability of the node. Based on the measurement results, under low charge
conditions (SoC = 35%) the system reduced power consumption to 10.04% per session, which is
40% less than in Fixed Max mode (16.71%). This allows formulating the concept of predicted
survivability. It is assumed that the node has a residual charge of 35% and is subjected to a constant
load: in Fixed Max mode, it will completely drain the battery in about 2 full cycles (16.7% x 2 >
33%). Time to complete failure: = 4-5 minutes. In Adaptive Low Battery mode, the node consumes
only 10% per cycle, which allows it to last 3.5 cycles. This increases the life of the device by almost
1.7 times. In fact, the adaptive method provides additional time, which can be crucial for transmitting
critical alarms or waiting for power to resume. In terms of average performance, Adaptive Low
Battery kept the CPU load at 31%, while Fixed Max kept it at 54%. This confirmed the compliance
of the proposed method with the ideology of “graceful degradation” (soft degradation). Under the
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pressure of resource constraints, the system significantly reduces the quality of security service
(switching to ChaCha20), but guarantees the continuation of the node's operation. For critical
infrastructure in a blackout environment, this is a more acceptable scenario than a sudden complete
device failure due to battery depletion with perfect encryption.

Function sensitivity analysis J before changing the weight. To check the weight settings
wp, Wp, Wg (priorities) affect the behaviour of the system, repeated experiments were performed in
all 4 scenarios for three sets of weights: Balanced, Security, Energy (Table 5).

Table 5
Average value of J and relative changes in physical metrics for different weight factors
Weight_Set Scenario Avg_J Ener%?%_)Delta AV%O—/OC):PU Avg_Sec_Score
Balanced Adaptive Full Battery 0.238 15.527 49.65 70.0
Adaptive Low Battery 0.549 10.039 31.06 40.1
Fixed Max 0.2085 16.71 53.69 90.0
Fixed Balanced 0.2486 12.096 38.86 60.0
Security Adaptive Full Battery 0.2674 15.381 51.29 70.4
Adaptive Low Battery | 0.5731 9.945 31.42 40.2
Fixed Max 0.1529 15.862 53.04 90.0
Fixed Balanced 0.3229 11.671 38.23 60.0
Energy Adaptive Full Battery 0.1617 14.816 51.54 70.2
Adaptive Low Battery 0.6295 9.514 31.34 40.4
Fixed Max 0.1505 15.811 55.25 90.0
Fixed Balanced 0.1592 11.451 39.21 60.0

Note: the average value is shown for each scenario ] for Balanced, Pro-Security, and Pro-Energy weight sets.
Source: compiled by the authors.

The most important result was that the physical performance of the system remains stable
regardless of the settings of the evaluation function. Power consumption (Energy Delta): for the
Adaptive Full Battery scenario fluctuations are 15.5% ... 14.8%. For Fixed Max — 16.7% ... 15.8%.
Security level (Sec_Score): for Adaptive Full Battery, the indicator is consistently kept at the level of
~ 70.0..70.4. This confirmed that the FLC makes decisions based on objective input data (charge,
threat), and does not adapt to subjective metrics J. The system demonstrated high reliability of
behaviour. Function value ] changed, reflecting a change in priorities ("fines"). Set 2 (Pro-Security,
wg = 0.7): for Fixed Max value J dropped to a low (0.1529) as this mode provides maximum safety
(90.0), which is a priority in this set of weights. For Adaptive Full Battery value ] increased a little
(0.238 — 0.267), as the system sometimes used "lighter” profiles, which is regarded as a "penalty"
under strict security requirements. Set 3 (Pro-Energy, wp = 0.7): for Adaptive Full Battery value ]
significantly decreased (0.238 — 0.162). This means that in terms of energy savings, the adaptive
system behaviour is highly efficient. For Adaptive Low Battery value ] remains high (0.63), which
mathematically reflects the compromise state of the system: although energy is saved, a low level of
security (40.0) creates a large penalty, even with a reduced coefficient wg. The proposed control
model is resistant to changes in the evaluation parameters, and the function ] adequately reflects the
degree of compliance of the system behaviour with the chosen strategy (safety or energy saving).

Discussion of results in the context of similar scientific studies. The experimental results
obtained can be interpreted in the context of two research lines: (1) quantifying the energy cost of
cryptographic transformations on peripheral computers and (2) searching for mechanisms for
contextual/risk-oriented security adaptation in edge/fog, when the security policy changes depending
on the state of the resource and threats. According to I. Radhakrishnan et al. (2024), in the study on
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energy profiling of cryptography on edge devices, it was shown that the real cost of energy and time
was determined not only by the class of the algorithm, but also by the specific implementation, the
mode of authenticated encryption and interaction with the hardware capabilities of the platform (in
particular, acceleration instructions), as a result of which the "always maximum®" approach in many
cases turned out to be engineering suboptimal, despite the formally highest level of protection [20].
A.N. Alvi et al. (2024) came to a conclusion about the cumulative effect of cryptographic load in
long-term or intensive scenarios of traffic processing on the periphery; accordingly, in the author's
study, the increase in the average CPU load and the share of energy spent in static maximum mode
reflected just such a cumulative nature of the impact of crypto operations [3].

Comparing an adaptive strategy scenario with a static maximum should not be interpreted as
"against" maximum safety, but as confirmation that an equivalent level of incident response can be
achieved with lower total costs due to the limited time spent in heavy mode. As emphasised by
S. Ramagundam et al. (2025) in the literature on energy-saving cryptography and energy-oriented
cryptographic frameworks for loT, a practical advantage was often provided by the regime
organisation of protection, when the parameters were applied selectively (for example, in a high-risk
window), and the rest of the time a balanced profile was used, which reduced the energy load without
completely abandoning cryptographic protection [21]. Consistent with this approach, in this
formulation, the adaptive strategy reproduced the peak level of protection in the attack zone, but
reduced integral costs outside it, which was reflected in the aggregated energy/CPU metrics and
interpreted as an advantage of mode profile management.

The low-charge scenario requires a separate discussion, since it translates the problem from
the "efficiency™ plane to the survivability plane. L. Mottola et al. (2024) described a class of attacks
and degradation modes for battery-powered 10T nodes in threatened environments, in which the
enemy (or environmental conditions) caused resource consumption and accelerated power depletion,
which led to service loss even without compromising data [16]. This implies an engineering principle:
with a critically low resource, the strategy should minimise the risk of complete disconnection, even
if this means a temporary reduction in cryptographic "rigidity”. A. Upadhiyay & A. Jain (2025)
considered this logic, sometimes formalised as graceful degradation or survivability-oriented
security, as acceptable for fog/edge systems in situations where continuity was a higher priority than
maximising cryptographic stability at any given time [25]. That is why the stable retention of the
energy-saving profile in conditions of low SoC in the author's experiment should be interpreted as
behaviour consistent with the survivability-policy class: the system retained manageability and the
ability to perform the main function, without entering the "self-destruction™ mode from an excessive
cryptographic price.

K. Sohan Jayram Reddy & K. Bhargavi (2025) in the study on countering botnets and DDoS,
fog/edge emphasised that attacks at the peripheral level were often of a dual nature, combining a
security threat with a sharp increase in computing load at the point of traffic aggregation [22].
S.P.K. Gudla et al. (2022) in publications on modelling and evaluating DDoS intensities for the fog
level emphasised that even short-term load peaks formed processing queues and could retain inertia
after the active attack phase was completed [8]. This was consistent with observations of CPU load
transients after the threat disappeared and explained why returning the profile to a more economical
mode does not immediately restore low computing load: the system still unloads the accumulated
queue of cryptographic operations for some time.

The interpretation of the behaviour of an integral metric (cost function) should be based not
on the better or worse value of a single run, but on its role as an indicator of the consistency of a
compromise. The study by A. Alotaibi et al. (2025), based on the analysis of the energy trace of
cryptography on edge devices, showed that the reduction in energy and latency often comes at the
cost of a lower cryptographic load, and vice versa; because of this, composite indicators and their
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trends over time are important for practice, which signal when the system enters the zone of
unacceptable compromise [2]. In this implementation, this meant that short-term deviations of the
metric at the moments of switching profiles were naturally interpreted as a consequence of different
time scales: the discrete logical solution changes rapidly, while the physical load/energy response is
inertial. J. Baek & G. Kaddoum (2023) showed that time scale differences were typical for systems
where decisions were made by the controller or policy, while actual execution depended on the state
of queues, scheduler, and implementation features of crypto libraries [4].

As for the decision-making mechanism, studies on interpreted models for 10T security show
a tendency towards approaches where rules or logical structures remain explicable and suitable for
engineering validation. C. Kim et al. (2024) proposed logic-oriented (in particular, fuzzy and hybrid)
knowledge representations for the 10T domain, which combined risk formalisation, integration of
heterogeneous parameters, and transparency of causal relationships [12]. H.B. Akande et al. (2025)
in 10T attack detection tasks, models were used where fuzziness was used to describe transient states
and unstable network modes, which allowed reducing the manifestations of sharp threshold effects in
decision-making [1]. Against this background, this approach differed in that fuzzy logic was used not
to detect an attack as such, but to control the cryptographic profile as an engineering lever for
changing the resource intensity of protection. M. Martinez-Rojas et al. (2025) substantiated the
feasibility of interpreted rules in systems where predictability of behaviour under resource constraints
was required and where the price of a control error was high (for example, premature battery depletion
or service failure under load), which was consistent with the control logic chosen by the authors of
this study [15].

Separately, the role of experimental methodology and reproducibility should be emphasised.
M.J. Baucas et al. (2023), in studies on building software and hardware stands for network and loT
systems, noted that the combination of a real hardware platform with controlled load scenarios helped
to correctly identify inertial effects (queues, load jumps, latent delays) and separate the contribution
of management policies and the contribution of implementation details [6]. S. Blanc et al. (2022)
proposed reproducible approaches to benchmarking in the direction of high-precision performance
evaluation of cryptographic implementations for embedded platforms and demonstrated that even
within a single class of algorithms, differences in implementations and target platforms could
significantly alter the "speed-energy-resilience” practical balance [7]. According to the
recommendations, the obtained numerical differences between the scenarios should be interpreted as
valid for a given hardware and software configuration and load class, while generalisation of the
results should be performed correctly by repeating the technique on other platforms and cryptographic
packages.

J. Kaur et al. (2023) emphasised that the interpretation of cryptographic "value" in practice
should consider the evolution of the attack landscape and cryptanalytic results, since cryptographic
stability was determined not only by the choice of algorithm, but also by the mode, parameters, and
implementation, which was directly related to resource costs at the edge level [11]. In this context,
adaptive profile management should be interpreted as an element of broader cryptographic flexibility
and operational stability: the system is able to maintain an acceptable level of protection at critical
moments, without wasting resources in modes where the threat is not confirmed or where the resource
is critically limited.

The computational energy profile of cryptography is platform-dependent and responsive to
implementations, which is confirmed by studies of power consumption on edge devices and
benchmarking of various embedded architectures. Battery discharge modelling in applied studies
often uses simplification, but studies of attacks focused on energy depletion demonstrate the need to
test such models in representative load modes. In networks dominated by radio transmission costs,
such as WSN/LPWAN, the cryptographic contribution may be comparable or even less than that of
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the physical layer and MAC, which requires the inclusion of additional variables in the control loop,
such as transmission frequency, power, and sleep modes. Thus, the results of the study confirm the
practical feasibility of regime management of cryptography on a fog node, adapting it to variable
threats and limited resources.

Conclusions. As a result of the study, an effective method for increasing the energy
survivability of a fog node that functions as a gateway for mobile 10T was identified in conditions of
limited power supply and variable threat conditions. An adaptive approach to managing the protective
treatment profile based on FLC was proposed, which makes decisions based on charge level values
and an integral threat indicator, allowing energy constraints to be effectively reconciled with the need
for increased protection during periods of high load. As part of the study, the evaluation criterion was
improved, and an integral cost function was introduced, which formalised the trade-off between
latency, energy costs, and the level of the processing profile. Experiments conducted on the HIL
hardware and software stand based on Raspberry Pi 5 with Docker containerisation confirmed the
effectiveness of the method, while using an empirical model for estimating the charge level provided
accelerated testing and correct reflection of changes depending on the CPU load.

It has been demonstrated that in normal mode (Adaptive Full Battery), the proposed approach
reduced energy consumption by 7% compared to fixed strategies. However, during an attack, the
system adapts, moving to an increased level of processing. In critical mode (Adaptive Low Battery),
the reduction in power consumption reaches 40% (up to 10.04% of the capacity per session), which
provides a significant increase in the battery life of the node under load — up to 1.7 times compared
to conventional methods. Sensitivity analysis showed that changes in the weight coefficients in the
cost function do not affect the stability of decision-making, and the physical parameters of the system
(energy consumption, CPU load) remain within the statistical error. This confirms the stability of the
fuzzy rule base and the low sensitivity of the algorithm to setting weight parameters. Further research
is aimed at verifying the method on heterogeneous fog/edge-level hardware platforms, adapting the
algorithm for resource-limited microcontrollers and expanding the approach for coordinating a group
of fog nodes, and automating the development of a threat indicator through integration with intrusion
detection systems.
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Maxkcum CABKA, Boaoaumup IIIJITHCbKUIA
Hayionanonuti mexuiynuil ynisepcumem Yrpainu « Kuiecoxuil nonimexuiyHutl incmumym
imeni lzopsa Cikopcokoeo», m. Kuis, Yxpaina
AJJAIITUBHA EHEPI'OOPIEHTOBAHA AITAPATHO-ITPOI'PAMHA CUCTEMA
KPUIITOTPA®IYHOI'O 3AXHUCTY FOG-BY3JIA IHTEPHETY PEUEHN
3A HEYITKOIO JIOT'TKOIO

Mema. Memow  OocniddxcenHsi €  po3pobOneHHs — ma — eKCHepUMEHMANbHA — NnepesipKa
EHep2oOPIEHMOBAHO20 ANAPAMHO-NPOSPAMHO20 MEMO0Y A0ANMUBHO20 YAPABIIHHA 3AXUCIOM nepugepitnux
eleKmponHUX npucmpois (fog-ey3nie) Inmepuemy peueii. Memoo mac basyeamucs Ha HewimKil n102iyi ma
300licHI08amu 8ubip KOH@hicypayii anapamuo-npocpamHux 3acobis 3axucmy 3aielicHo 6i0 HOMOUYHO2O PiGHS
3apady 6bamapei ma 3MiHHO20 pieHa 3azposu. Lle O0o3gonums 3abe3neuumu eHepeemuyHy CHIUKICMb
60Y008aHUX cucmeMm y KpumuuHitl inppacmpykmypi 3a 00HOYACHO20 30epediceHHsi KOHpidenyitinocmi ma
yinichocmi OaHUX.

Memoouka. J]locniodxcenns npo8oOUNOCs 3 BUKOPUCMAHHAM —CHeYidNi308aH020 NPOSPAMHO-
anapamnozo cmenoa, peanizosano2o y popmami Hardware-in-the-Loop na 6a3i oononiammnozo xomn'tomepa
Raspberry Pi 5, axuii euxonysas porv asmonomuoi anapamuoi naamgpopmu loT. [lpoepamuy apximexmypy
PO320pHYmMo Y 8uensadi ezaemooiouux Docker-konmeiinepie: cepgicy obpobxu sanumie (API), acenma
aoanmuenozo ynpaeninua (ASM) ma mooyas mownimopuney. [nsa npuiinamms piuienb 3acmoco8aHo
KoHmponep Ha 6a3i nevimxoi aoeixu muny Takagi-Sugeno Hyn0802o nopsoxy. Bxionumu ninesicmuynumu
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SMIHHUMU CTY2Y8ANU OYIHKA CIAKY 3apsA0y HIOCUCMEMU JCUSTEHHS A NOMOYHUL Pi6EHb 3a2po3U, a UXIOHOIO
— 00UH [3 YOMUPLOX BUSHAYUEHUX PedCcUMi6 besnexu. s OYiHIo8aHHA 6UMPam po3pooaeHo CKANAPHY Yilbogy
@yHKyito, wo epaxosye 3ampumKy oOpoOKuU, eHep2OCNONCUBAHHS eJIeKMPOHHO20 8Y31d MA Pi6eHb Oe3NneKu.
Jlunamika pobomu niocucmemu HCUsieHHs 8iOmMeopPIo8aldcs 3a 00NOMO2010 eMNIPUYHOL MOOeNi 102IYHO20
PO3pA0Y, WO NOB'SI3YE HABAHMAICEHHS NPOYeCoPa 3i WEUOKICINIO CRONMCUBAHHS eHep2il.

Pesynomamu. Excnepumenmanvhie mecmyg@amHs, npogeoeHe y 4Omupbox CYeHapisx mpueanicmio
120 ¢, niomeepouno nepesazu adanmueHo20 NiOX00Y NOPIGHAHO 3i CMAMUYHUMU ROJIMUKAMU OE3NeKu.
Bcmanoeneno, wo @ixcosani noaimuku € HepayioHATLHUMU: 3ACMOCYS8AHHS CUNbHUX AN20PUMMIE (Hanpukiao,
AES-256) npuzsooumsv 00 npuckopero2o pospsaody ni0cCucmemu JHCUsienHs nio 4ac iIHMeHCU8HO20 mpapikxy,
mooi AK NOCMIlIHE GUKOPUCMAHHA CHNPOWEHUX PedCUMIG NIOGUWYE PUSUKU BPA3TUGOCHI NPUCHPOIE.
Pesynomamu 3aceiouunu, wo y wimamHoMy pedxicumi aoanmueHuii NioXi0 3MEHUYE eHepPSOCHONCUBAHHSA
EIeKMPOHHO20 83114 RPUOIUIHO HA 7% NOPIGHANO 3 PIKCOBAHUM MAKCUMATLHUM 3AXUCTOM, 2apAHMYIO4Y npu
Ybomy nepexio 00 Haueuujo2o pieHs Oesnexu niod uac amaxu. Y KpumuuHOMY pedxicumi HU3bK020 3apsady
cucmema peanizye cmpamezilo GUICUBAHHA, YMPUMYIOUU HAUMEHW eHep2ogumpamuy KoHugicypayito
anapamuo-npocpamuux 3acodie saxucmy. L{e 0036o015¢ sHusumu enepeocnoxcugants na 40% ma nooogxcumu
uac agmoHoOMHOI pobomu anapamnoi niamgopmu nio HasanmagiceHHam y 1,7 pas. Amaniz uymausocmi 006ié
cmaobinbHicMb PI3UYHUX NOKAZHUKIE CUCMEMU HE3ANENCHO 610 3MIHU 802068UX KOepiyienmie yinboeoi ¢ynkyii.

Haykosa Hosuszna. YOockouaneno Kpumepill OYIHIOBAHHS eeKmMUEHOCMI  (DYHKYIOHYSAHHS
anapamuux niam@opm loT winaxom esedenns inmezpanvHoi Yinbosoi GyHKYiL, aka Gopmanizye KomMnpomic
MidiC 3ampuUMKoI0 06pobKuU, enepeosumpamamu ma Kougieypayicio 3axucmy. Bnepwe 3anpononoeano ma
eKCnepumMenmanbHo 00IPYHMOBAHO MOOelb YRPAGIIHHA AnapamHo-npocPaMHUMU 3acobamu 3axucmy Ha 6asi
Heyimkoi n02iku, axka peanizye konyenyiro graceful degradation ona ébyoosanux cucmem Inmepremy peuetl.
Ha giominy 6i0 icHyrouux piuiens, ys mooeib OUHAMIYHO V3200MHCYE OOMENCEHHS NIOCUCMEMU IHCUBTIEHHS 3
nompeboio y nioguweHomy 3axucmi, 3abesneqyiouu npiopumem enepeo30epedcents npu KpUMmuiHo HU3bKOMy
3aps0i ma MakCUMATbHUL 3aXUCm 3a HAA6HOCMI 00CTHAMHBLO20 PeCcypCy.

Ilpakmuuna 3nauumicms. [lpaxmuune 3acmocy8amnHs 3anNPONOHOBAHO20 pIUEHHA 00360J5€
CYmmeeo nioguwumy HAOIHICMb Ma eHepeemuyHy JCUBYYiCmb 60Y008aHUX CUCMEeM ma anapamuux
naam@opm loT 6 ymosax necmabinonozo enekmponocmauants. 30inbuienHs yacy agmonomMHoi pobomu y
KPUMUYHUX CUMYAYIAX HAOAE BIKHO MOJNCIUBOCMEl, HeOoOXiOHe 0 nepedaui BaANCIUBUX MPUBONCHUX
cnogiwenb abo  OuiKY8aHHs BGIOHOGNEHHA Jicusnenns. Po3pobnena apximexmypa 0038078€ 2HYUKO
Moouikyeamu cyeHapii ynpaeninua ma mooguce Oymu 1ecko IMIIeMEeHmMO8aHa HA PealbHUX eneKmpOHHUX
nepughepitinux npUcmposx.

Knwouogi cnosa: 60yoosani cucmemu; anapamui niamepopmu loT; enepeocnodcueants enekmpoHHux
8Y3/1i8; NIOCUCMEMA IHCUBTIEHHS; ANAPAMHO-NPOSPAMHI 3ACOOU 3aXUCTY.
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